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HUGNG DAN CAU HINH CISCO WLC

1. Tao WLAN

Save Confguration  Ping

NITOR  WILANs CON LER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'Cisco Marketing' Apply
= “:LL':':S General |' Security ‘|’ QoS T Policy-Mapping T Advanced ‘|
VLANS
b Advanced
Profile Name [Cisco Marketing |
Type WLAN
ssID [cisco marketing |
Status Enabled
Security Policies On-MAC-Filter-failure, MAC Filtering

(Modifications done under security tab will appear after applying the changes.)

Radio Policy Al hd
Interface/Interface Group(G)
Multicast Vlan Feature [ Enabled
Broadcast SSID Enabled
NAS-ID [none

2. Cau hinh security layer2

|I|I|III| Save Configuration  Ping
CISCO MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit "Cisco Marketing' < Back
- “:LL':ZS | General \l Security |’ QoS T Policy-Mapping T Advanced \|
VLANS
» Advanced Layer 2 '|’ Layer 3 T AAA Servers \|

Layer 2 Security £
MAC Filtering2

Fast Transition

Fast Transition

Lobby Admin Configuration

Lobby Admin Access (]}

3. Cau hinh security layer3
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MONITOR ~ WLANs CON LLER ~WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'Cisco Marketing' < Back Appl
= “:LL::s | General ‘l Security " QoS .|’ Policy-Mapping ‘I’ Advanced “
WLANs
» Advanced f Layer 2 ‘| Layer 3 '|’ AAA Servers ‘|
Layer 3 Security

Captive Network Assistant Bypass
O authentication

O passthrough

O conditional Web Redirect

() Splash Page Web Redirect

@® on MAC Filter failurel®

Preauthentication ACL IPv4 IPv6 ‘WebAuth Flex IPV4 Acl ‘WebAuth Flex IPVE Acl

Sleeping client [ Enable
Sleeping Client Timeout(10 to 43200 Min) 10
Sleeping Client Auto Authenticate Enable

Override Global Config28 [ Enable

VPN Pass-Through -

4. C&u hinh radius server
Tao 2 Radius server
Serverl :45.118.139.111 Port : 1812 Shared Secrect : testing123
Server2 :45.118.139.112 Port : 1812 Shared Secrect : testing123

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
- AAA
General Server Index (Priority)
= RADIUS Server IP Address(Ipv4/IpvE) |45.118‘139.111
Authentication
Accounting Shared Secret Format ASCIL ~
Auth Cached Users Shared Secret | cesscssses |
Fallback
DNS Confirm Shared Secret [esceceesed ]
Downloaded AVP
iy Apply Cisco ISE Default settings (]
LDAP Apply Cisco ACA Default settings (m]
Local Net Users
MAC Filtering Key Wrap [J (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
= Disabled Clients Port Number 1812
User Login Policies
AP Policies Server Status Enabled ~
Password Policies Support for Coa
»
Local EAP Server Timeout EI seconds
Livmmeil EAF Network User Enable
» Priority Order
Management Enable

b Certificate

Management Retransmit Timeout seconds

» Access Control Lists

Tunnel Proxy [J Enable
Wireless Protection .
Policies PAC Provisioning [ Enable
» Web Auth IPSec (] Enable
Cisco ACA ) enable

b TrustSec
Local Policies
» Umbrella

b Advanced
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Chon 2 Radius server vira tao

WILANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT

COMMANDS HELP  FEEDBACI

T

VLANs WLANSs > Edit 'Cisco Marketing'

s | General | security | Qos | Policy-Mapping | Advanced |
VLANS

Advanced k Layer 2 i Layer 3 | AAA Servers |

RADIUS Servers

Apply Cisco ISE Default Settings

Select AAA servers below to override use of default servers on this WLAN

RADIUS Server Ovenwrite interface [ JEnabled
[Clenabled

Authentication Servers
Enabled

Accounting Servers
Enabled

Server1 [IP:45.118.139.111, Port:1912 || 1P:45.118.138.111, Port:1913 ¥

Server 2 |IP:45.118.139.112, Port:1912 ¥ |[IP:45.118.132.112, Port:1913 ¥ |

Server 3 |Nene

Server4 [None

Server 5 |Nene

Server 6 |None

v |[Nene ~|
~|[none v
v |[Nene ~|
~|[none v

Authorization ACA Server
[ Enabled

Sarvar Mans v

5. Cau hinh advanced

MONITOR  WILANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Accounting ACA Server

[ enabled

Mans v

COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'Cisco Marketing'

v WLANs | General ‘IV Security ‘I’ QoS ‘I’ Policy-Mapping ‘l Advanced
WLANSs

b Advanced

Allow AAA Override

Coverage Hole Detection
Enable Session Timeout [
Aironet 1E

Diagnostic Channel 18
Override Interface ACL

Layer2 Acl

URL ACL

P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients £

Static IP Tunneling 11
Wii-Fi Direct Clients Policy

Maximum Allowed Clients Per AP Radio

Clear HotSpot Configuration

Enabled
Enabled

Eenabled
[enabled

Disabled
Eenabled [180
Timeout Value (secs)

Cenabled

Clenabled

DHCP

DHCP Server O override

DHCP Addr. Assignment ] Required

Management Frame Protection (MFP)

MFP Client Protection 2 [Optional v

DTIM Period (in beacon intervals)

a02.110in 1 - 259
02 11517n 1 - 259

NAC

Load Balancing and Band Select

Client Load Balancing O
Client Band Select O
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CONTROLLER ~ WIRELESS

NLANs WLANSs > Edit 'Cisco Marketing’ < Back Apply
B “;!‘;:5 | General ‘I’ Security T QoS .|' Policy-Mapping ‘l Advanced
YA Scan Defer Prionity 0123456 7 = <
Wshmneed o000 ] DHCP Profiling ]
HTTP Profiling O
Scan Defer Time(msecs) 100 ) -
Local client Profiling
FlexConnect
DHCP Profiling O
FlexConnect Local
v
Switching 2 B Enabled HTTP Profiling =]
Universal AP Admin Support
FlexConnect Local Auth 22 [] Enabled P
Universal AP Admin O
Learn Client IP Address & Enabled
11v BSS Transition Support
Vian based Central B Eit
Switching 12 naple BSS Transition
Central DHCP Processing (] Enabled Optimized Roaming Disassociation Timer(0 to 40 TETT)
Override DNS [ Enabled BSS Max Idle Service
NAT-PAT Enabled Directed Multicast Service
Central Assoc [ Enabled Tunneling
11k Tunnel Profile None v
Neighbor List Enabled EOGRE Vlan Override (]
Meighbor List Dual Band (] Enabled mDNS

6. Cau hinh AP Groups

‘ll 1ot Il‘ Save Configuration  Pi

CcISco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  EEEDBACK
WLANSs Ap Groups > Edit "TDThang’ < Back
+ WLANs

| General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture

WLANS

+ Advanced

AP Groups APs currently in the Group Add APs to the Group Add APs
] AP Name Ethernet MAC [J AP Name Group Name
[ Cisco_TDThang 58:ac: 78:dc:db:d0

7. Cau hinh splashpage
External Webauth URL : http://sp.jwifi.vn/cisco
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Save Configuration ~ Ping  Logout Refresh

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURTTY MANAGEMENT COMMANDS HELP FEEDBACK

A Home
Genera! Web Login Page
~ RADIUS
Authentication
Accounting Web Authentication Type [ External (Redirect to external server) ¥ |
Auth Cached Users ) A
Fallbadk Redirect URL after login [
g::nlnded e Login Success Page Type
» TACACS+ External Webauth URL [ http://sp.jwifi.vn/cisco/
LDAP

Local Net Users

MAC Filtering Qrcode Scanning Bypass Timer o]
« Disabled Clients

iz e ]

AP Policies

Password Policies

QrCode Scanning Bypass Count

b Local EAP
Advanced EAP

¥ Priority Order

b Certificate

b Access Control Lists

) Wireless Protection
Policies

« Web Auth
Web Login Page

Certificate
Secure Web




